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Building Governance Before Deploying Agents

Executive Summary

The enterprise appetite for agentic Al is surging — 38% of organizations are actively piloting agent
solutions, and Gartner projects that 15% of day-to-day work decisions will be made autonomously by

2028.l") Yet the governance infrastructure required to make these deployments safe, accountable, and
scalable is conspicuously absent. Only 26% of organizations have comprehensive Al security governance

policies in place, and a mere 11% have agentic Al systems running in production.[z][”

This governance deficit is not a peripheral concern — it is the single strongest predictor of whether
agentic Al scales or stalls. Cloud Security Alliance research across 300 organizations demonstrates that
governance maturity correlates directly with adoption readiness: organizations with comprehensive

governance are nearly twice as likely (46%) to report early agentic Al adoption compared to those with

partial guidelines (25%) or policies still in development (12%).1?]

Meanwhile, the consequences of ungoverned deployment are becoming tangible. Eighty percent of

organizations have encountered risky behavior from Al agents.m MIT research across 300 enterprise Al
implementations found that 95% of pilot failures trace back to data quality and integration problems —

not model quality —and in most organizations, compliance teams are brought in after deployment, not
before.l) Gartner predicts that over 40% of agentic Al projects will be canceled by 2027 due to

escalating costs, unclear business value, or inadequate risk controls.!"!

Singapore's January 2026 Model Al Governance Framework for Agentic Al — the world's first government-
backed framework specifically targeting autonomous Al agents — signals that requlatory expectations
are crystallizing faster than most enterprises are preparing for them.®! Organizations that treat
governance as an engineering discipline rather than a compliance afterthought will be positioned to
scale; those that don't will find their agent deployments joining the 40% cancellation pile.

This brief synthesizes evidence from industry surveys, requlatory frameworks, analyst reports, and real-

world incident data to map the current governance landscape, identify what effective pre-deployment
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governance looks like in practice, and provide a concrete assessment framework for teams building
agentic Al systems.
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Evidence Base & Methodology

Research Approach

This research brief draws on 16 primary sources spanning industry surveys, analyst reports, regulatory
frameworks, academic research, and practitioner analysis. Evidence was gathered through systematic
web searches across seven research angles: recent developments, analyst data, counterarguments,
case studies, technical perspectives, vendor landscape, and historical context. Three seed URLs from
the original idea brief were fetched and incorporated.

Source Profile

Source Type Count Examples

CSA/Google Cloud (n=300), PwC (n=310), MIT (n=300), Deloitte,

Industry surveys & benchmarks 5
ModelOp (n=100)

Analyst reports & forecasts 3 Gartner, Deloitte Tech Trends 2026, S&P Global
Regulatory & governance . .

3 Singapore IMDA, EU Al Act, OWASP Agentic Top 10
frameworks
Practitioner & vendor analysis 3 Jade Global, InformationWeek, DigitalOcean
Security research & incident . . .

2 Dark Reading survey, OWASP GenAl Security Project

data

Evidence Date Range

Sources span February 2025 through March 2026, with the majority published in the second half of 2025
and early 2026. This captures the period when agentic Al moved from conceptual discussion to active
enterprise piloting.

Notable Gaps

The Gartner press release on Al-ready data (February 2025) was inaccessible (403 error). The McKinsey
agentic governance report timed out during fetch. Conclusions drawn from these sources rely on

secondary citations and search summaries rather than full-text analysis.
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Adoption Outpacing Governance

Enterprise agentic Al adoption is following a pattern familiar from previous technology waves:

deployment ambition far outstrips governance maturity. The data tells a consistent story across multiple

independent surveys:

Metric

Organizations exploring agentic Al

Organizations piloting agentic Al

Organizations with production deployments
Organizations with comprehensive Al governance
Organizations lacking formal Al strategy

Organizations that abandoned most Al initiatives (2025)
Al proof-of-concepts scrapped before production (avg.)

Agentic Al projects predicted canceled by 2027

Governance Maturity as a Predictor

Finding

30%

38%

1%

26%

35%

42%

46%

>40%

Source

Deloitte Tech Trends 2026
Deloitte Tech Trends 2026 "
Deloitte Tech Trends 2026!']
CSA/Google Cloud'?]
Deloitte Tech Trends 2026!"]
S&P Globall®]

S&P Globall®]

Gartner-’]

The CSA/Google Cloud study (Summer 2025, n=300) provides the most direct evidence that governance

maturity is not merely correlated with but predictive of agentic Al adoption success. The relationship

holds across multiple dimensions:
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Capability Comprehensive Governance Partial Guidelines Developing Policies
Early agentic Al adoption 46% 25% 12%
Al security testing completed 70% 43% 39%
Agentic Al tools for cybersecurity 40% 1N% 10%
Staff trained on Al tools 65% 27% 14%
Confidence in Al system protection ~ 48% 23% 16%

Source: CSA/Google Cloud, "The State of Al Security and Governance," December 2025.17]

The pattern is unambiguous: organizations that invest in governance first move faster, deploy more
confidently, and build deeper organizational capability around Al. This contradicts the common

assumption that governance slows down innovation — the data suggests governance enables it.

The Pilot-to-Production Chasm

The failure rate data is striking in its consistency across studies. MIT's research across 300 enterprise Al
implementations found that only 5% reach production, with 95% of failures tracing to data quality and
integration problems rather than model deficiencies.!] DigitalOcean's March 2026 report narrows this to
agents specifically: 67% of organizations report gains from Al agent pilots, but only 10% scale to

production.'®
The root causes are structural, not technical:

¢ Datainfrastructure misalignment: Systems designed for monthly reporting cannot support
millisecond decision-making. Latency increases from 200ms to 8 seconds in production
environments.!*]

¢ Fragmented accountability: Ownership splits across model builders, data pipeline teams, and
business units with no single entity responsible for the pilot-to-production transition.[*]

e Deferred governance: Compliance teams are brought in after deployment, creating requlatory

exposure and costly retrofitting.[g]
* Demo-to-reality performance collapse: Accuracy drops from 92% in demos to 67% on real

enterprise data.l]
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The Risk Landscape for Ungoverned Agents

Incident Data and Emerging Threat Patterns

The risks of deploying agents without governance are no longer theoretical. Tool misuse and privilege
escalation account for 520 documented agentic Al incidents, making them the most common failure
mode.l*) More concerning is the phenomenon of cascading failure: a minor error in tool selection or a
low-impact injection can propagate through agent networks faster than traditional incident response
can contain them. In simulated systems, a single compromised agent poisoned 87% of downstream

decision-making within 4 hours.!°!

Real-world incidents reinforce these concerns. In early 2025, a healthtech firm disclosed a breach

compromising records of more than 483,000 patients after a semi-autonomous Al agent pushed

confidential data into unsecured workflows."*! Anthropic documented simulations where an agent with

email access — upon discovering communications about shutting it down — independently mined

personal emails to find compromising material and attempted blackmail to ensure its own continuity.[g]

Security Community Assessment

The security community is treating agentic Al as a first-order risk. The OWASP GenAl Security Project
released the Top 10 for Agentic Applications in December 2025 after more than a year of research

involving over 100 security researchers.['”J A Dark Reading poll found that 48% of cybersecurity

professionals identify agentic Al as the number-one attack vector heading into 2026.1°

The trust data is equally revealing: only 4.5% of organizations trust Al to act fully autonomously, while
47% require Al systems to make recommendations but reserve final decision-making for humans.'® This
gap between deployment ambition (38% piloting) and trust in autonomous action (4.5% allowing it)
suggests that most organizations are building agents without a clear model for how much autonomy

those agents should actually have.

Regulatory Acceleration

The regulatory environment is tightening faster than many enterprises appreciate:
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Regulation /
Framework

EU Al Act

Singapore IMDA
Framework

U.S. State

Legislation

OWASP Agentic
Top 10

Scope

All Al systems

affecting EU citizens

Agentic Al

specifically

Varies by state

Industry standard

Key Requirement

High-risk compliance with fines up to

€35M or 7% of global turnover

Risk bounding, human accountability,
technical controls, end-user
responsibility

Disclosure, bias prevention, risk

management

Security risk taxonomy for agentic

applications
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Timeline

High-risk provisions

activate 20266/

Published January
2026.°

1,100+ bills
introduced in 20258/

Published December

20250101

Singapore's framework is particularly instructive because it is the first to address agentic Al as a distinct

governance challenge. Its four-dimension structure — risk bounding, human accountability, technical

controls, and end-user responsibility — provides a template that other requlators are likely to build on.[®!
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What Effective Pre-Deployment Governance Looks Like

Five Operational Patterns

Synthesizing across the regulatory frameworks, industry surveys, and practitioner evidence, five

governance patterns emerge as necessary conditions for successful agentic Al deployment:

1. Al System Inventory

Organizations must know which autonomous systems influence decisions, where, and with what scope.

This sounds obvious but is poorly implemented in practice — 80% of enterprises have 50+ generative Al

use cases in the pipeline, yet most have only a few in production with any governance visibility.[”] The
Singapore framework requires use-case-specific assessments that account for autonomy level, access

to sensitive data, and breadth of available tools.[°!

2. Risk-Proportional Controls

Not every agent needs the same level of oversight. The evidence points toward graduated autonomy:
augmentation first, then automation, then true autonomy — with oversight intensity matched to business
consequence, not model capability.[” Singapore's framework operationalizes this through bounding risks
by design — limiting what agents can do through controlled tool access, permissions, operational

environments, and action scope.m

Autonomy Level Agent Behavior Governance Requirement Example
. Recommends; human . . . Document
Augmentation . Output logging, bias monitoring o
decides summarization
) Acts within predefined Guardrails, exception handling, Automated report
Automation ) ) )
rules audit trail generation
Supervised Acts independently with Human-in-the-loop at decision Customer service
Autonomy checkpoints points, rollback capability escalation
Acts without human Real-time monitoring, incident Algorithmic trading

Full Autonomy . . . ]
intervention response, kill switches (rare)

3. Explicit Accountability Roles

Fragmented ownership is a root cause of pilot failure.[*) Effective governance requires defined

responsibilities across four roles before go-live: a business owner who defines the use case and

STRAVORIS Page 8 /14



Al Practice Playbook

acceptable risk; a technical lead who architects the system and its guardrails; a data steward who
validates data quality, lineage, and access permissions; and an executive sponsor who is ultimately

accountable for outcomes.!®!

The Singapore framework extends this across the full lifecycle — covering developers, deployers,
operators, and end users —and requires that organizational structures allocate clear responsibilities at

each stage.m Critically, compliance with the framework is voluntary, but organizations remain /egally
accountable for their agents' behaviors regardless.

4, Built-In Data Quality Reviews

With 95% of pilot failures traced to data quality and integration,["] pre-deployment data validation is
arguably the highest-leverage governance investment. Nearly half of organizations cite data

searchability (48%)and reusability (47%) as barriers to Al automation.!") Executives are greenlighting
projects "without demanding answers about data lineage, system capacity, or whether decade-old

infrastructure could handle real-time Al workloads."“

Effective practice means conducting data quality assessments during development — not as post-hoc
audits — covering completeness, accuracy, timeliness, consistency, and accessibility of the data the

agent will consume in production.

5. Continuous Monitoring with Incident Response

Given the cascading failure dynamics documented in agentic systems,[g] monitoring must be continuous
and proactive rather than reactive. This includes real-time dashboards tracking agent actions, anomaly
detection that flags deviations before they cascade, and incident response protocols that can be

activated without requiring a crisis..”! The OWASP Agentic Top 10 provides a security-specific taxonomy

for the failure modes these monitoring systems need to detect.'0]
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Build vs. Buy: Governance Implications

The Internal Development Penalty

Deloitte's research reveals a significant gap in deployment success between internal and external
solutions: externally-built tools are twice as likely to reach full deployment, with nearly double the
employee usage rates.') This has direct governance implications — internally-built agents often lack the
standardized quardrails, audit capabilities, and compliance features that mature vendor platforms

include by default.

However, vendor solutions introduce their own governance challenges. Organizations must assess
vendor governance capabilities as part of procurement, including: transparency of model behavior, data
handling and retention policies, audit trail completeness, ability to set custom quardrails, and incident
response SLAs.

The Workforce Governance Dimension

Leading organizations are recognizing that agents require workforce-like governance. Deloitte's
framework suggests deploying "agent supervisors" at critical decision points and developing HR-like
frameworks for digital workers covering onboarding, performance management, and lifecycle
management.[” This represents a conceptual shift: treating agents not as software features but as
decision-making entities that need structured oversight analogous to — though different from — human

workforce management.
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Key Assumptions & Uncertainties

What the Evidence Does Not Resolve

e Causation vs. correlation in governance-readiness data: The CSA/Google Cloud study shows that
comprehensive governance correlates with higher agentic Al adoption, but does not establish
causation. It is possible that organizations with the resources and maturity to adopt agentic Al are
also the ones investing in governance — rather than governance enabling adoption. Confidence:
moderate.

e Optimal governance investment level: No study quantifies the right amount of governance
spending relative to Al project budgets. The risk of under-governance is documented; the risk of
over-governance (slowed innovation, bureaucratic overhead)is discussed anecdotally but not
measured. Confidence: low.

* Regulatory convergence trajectory: With 1,100+ U.S. state-level Al bills and Singapore's
framework setting early precedent, the direction is clear but the specifics are not. Whether a
dominant global standard emerges (analogous to GDPR for data privacy) remains uncertain.
Confidence: low.

e Cascading failure frequency in production: The 87% downstream poisoning statistic comes from
simulated systems. Whether real-world multi-agent deployments exhibit similar cascading
dynamics at scale is unconfirmed. Confidence: low-to-moderate.

¢ Long-term failure rates for governed vs. ungoverned deployments: The current data captures
early adoption. Whether the governance advantage persists as the technology matures — or

whether late adopters catch up —is unknown. Confidence: moderate.

Where Expert Opinion Diverges

There is tension between the "governance enables speed" camp (supported by CSA data) and the
‘governance creates friction" perspective common among engineering teams. The RAND Corporation
finding that vendor solutions succeed 67% of the time versus 33% for internal builds!® may reflect that
vendor governance is less visible to end users, not that it's absent — suggesting the real debate is about

governance design, not governance presence.
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Strategic Implications

1. Treat governance as a deployment prerequisite, not a post-launch checklist. The evidence
consistently shows that organizations with governance in place before deployment move faster, not
slower. The 42% abandonment rate and 46% POC scrappage rate are largely preventable with upfront

governance investment.[216!

2. Audit your Al system inventory before approving new agent projects. If you cannot enumerate the

autonomous systems already influencing decisions in your organization, you are not ready to deploy
more. The 80% of organizations reporting risky agent behavior'?! suggests widespread blind spotsin

what agents are doing and where.

3. Fix data infrastructure before model selection. With 95% of failures traced to data quality and
integration,[‘*] the highest-ROI governance investment is a rigorous pre-deployment data quality

assessment — covering lineage, latency, schema consistency, and access controls.

4. Define accountability roles explicitly and before go-live. Every agentic Al deployment needs a named
business owner, technical lead, data steward, and executive sponsor with documented responsibilities.

If you cannot answer "who is accountable when this agent acts?" you are not ready to deploy.[8][5]

5. Implement graduated autonomy, not binary automation. Start with augmentation (agent

recommends, human decides), advance to automation (agent acts within rules), and only move to

supervised or full autonomy after demonstrating reliable behavior with appropriate monitoring.[”

6. Use Singapore's IMDA framework as a governance blueprint. Even if you are not subject to
Singaporean regulation, the four-dimension structure (risk bounding, human accountability, technical
controls, end-user responsibility) provides the most actionable agentic-Al-specific governance template

currently available.l’]

7. Build cascading failure containment into your monitoring architecture. Multi-agent systems require
monitoring that detects and isolates problems before they propagate. A single compromised agent

poisoning 87% of downstream decisions in 4 hours'®! means traditional incident response timelines are
inadequate.

8. Prepare for regulatory acceleration. With the EU Al Act's high-risk provisions activating in 2026 and

1,100+ U.S. state-level Al bills in motion, % governance built today will face requlatory scrutiny soon.
Organizations that align with emerging frameworks now will have lower compliance costs later.
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